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-

 HTTPS    X X    

 
Microsoft SQL 
sqlbrowser.exe  

UDP: 1434 SQL    

-
 SQL 

 
: 

 

       

 Microsoft 
SQL  (  

) 
sqlserver.exe 

TCP:     
 

 3) 
SQL    

-
 SQL 

 
: 

 

       

 
 (  

 NetBIOS) 
TCP: 139  TCP 

 
X X 

  
X X X 

 
 ( -

-
 
) 

TCP: 445  TCP 
 

X X 
  

X X X 

X:  
 

 

:  IIS  SQL  
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Microsoft IIS  Web  TCP: 80 
-

 
 IIS 

HTTP 
 

X X 
 

Microsoft IIS  Web  TCP: 443 
-

 
 IIS 

HTTPS  X X  

 Microsoft SQL 
sqlbrowser.exe UDP: 1434 SQL      X 10) 

 Microsoft SQL  ( -
) 

sqlserver.exe 

TCP:  
 3) 

SQL  
    

X 10) 
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GMS_WCCILpmon_[ ].exe 1) 
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,  
-

 
 

 
 -   

 W
eb

 
 

 O
PC

 
, 

-
 

 
 

 
 

 Web  
WCCOAWsi.exe 2) 

TCP: 8080 
-

 
HTTP(S) - Web  REST   X 

 

OPC DA 
Siemens.Gms.OPCServer.exe 

TCP: 135 
UDP: 135 

  
 

RPC 
  

 
X 

OPC UA:  
Siemens.Gms.OPCServer.exe 

TCP: 4840   OPC/TCP   
 

X 

OPC UA:  
Siemens.Gms.OPCServer.exe 

TCP: 4883   HTTPS   
 

X 

OPC UA:  
Siemens.Gms.OPCServer.exe 

TCP: 52601   HTTP   
 

X 

OPC UA:  UA 
Siemens.Gms.OPCServer.exe 

TCP: 48400   OPC/TCP   
 

X 

OPC UA:  UA 
Siemens.Gms.OPCServer.exe 

TCP: 48401   HTTP   
 

X 

 

: 
 

1) :  
 - C:\Siemens\WinCC_OA\3.13\bin\ 

2) :  
 - [ ]\GMSMainProject\bin\ 

 
3)  Microsoft SQL - .  

 Microsoft SQL . 
 

5)  
6) . 

 - [ ]\GMSMainProject\bin\Siemens.Gms.ApplicationFramework.exe 
 - C:\Siemens\WinCC_OA\3.13\bin\WCCOActrl.exe 

7) . 
 - ]\GMSMainProject\bin\Siemens.Gms.ApplicationFramework.exe 

8)  FEP, . 
 - C:\Siemens\WinCC_OA\3.13\bin\WCCOActrl.exe 

 FEP . 
 - BACnet: [ ]\GMSMainProject\bin\WCCOAGmsBACnet.exe 
 - SNMP: C:\Siemens\WinCC_OA\3.13\bin\WCCOAsnmp.exe 

9) Microsoft IIS 
10) - ]\GMSMainProject\bin\WCCOAHDBReader.exe 

- [ ]\GMSMainProject\bin\WCCOAHDBWriter.exe 
- ]\GMSMainProject\bin\WCCOAReportMan.exe 

11) - ]\GMSMainProject\bin\WCCOACoHoMngr.exe 
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3.2.2  
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, 
FEP 

 APOGEE P2 
WCCOAApogeeDrv.exe 2) 

TCP: 3001 
UDP: 3001 

 
APOGEE 
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(AEM) 

  

APOGEE P2 
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FEP 

 APOGEE P2 
WCCOAApogeeDrv.exe 2) 
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FEP 
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WCCOAApogeeDrv.exe 2) 
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Ethernet  
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) 

  

BACnet 
 

, 
FEP 

 BACnet 
WCCOAGmsBACnet.exe 2) 

UDP: 47808 
3)  BACnet 

-
, -

 BACnet 
(APOGEE BACnet, 
Desigo PX, Desigo 
TRA, FS20, FS720) 

BACnet/IP 

Modbus  
, FEP 

 Modbus 
WCCOAmod.exe 1) TCP: 502  Modbus 

-
 Modbus 

TCP 
Modbus/TCP 

OPC  
 

 OPC 
WCCOAopc.exe 1) 

TCP: 135 
UDP: 135    OPC/TCP 

OPC  
 

 OPC 
WCCOAopc.exe 1) 

TCP:  
-

 5) 

-
 Windows   OPC/TCP 

SNMP 
 

, 
FEP 

 SNMP 
WCCOAsnmp.exe1) UPD: 1614) 

 
 

SNMP 
  SNMP/IP 

SPC 
 

, 
FEP 

 SPC 
WCCOASPC.exe 2) 

TCP: 50000 
UDP: 50000 

-
 SPC 

ID  
EDP   

XNET 
 

, 
FEP 

 XNET 
NCCGMS.exe 2) TCP: 1977 -

 XNET     

 

: 
1) : 

 - C:\Siemens\WinCC_OA\3.13\bin\ 
2) : 

- [ ]\GMSMainProject\bin\ 
3) -  BACnet  UDP: 47808. 

 ;  UDP . 
4) -  SNMP  UDP: 161. 

;  UDP . 
5)   OPC .  1024 ... 5000 (  

 HKEY_LOCAL_MACHINE\Software\Microsoft\Rpc\Internet) 
 

 

 Desigo CC 
, )  

.  
.  

 
.  

. 
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 (  

, ). 

3.2.3 -
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WCCOAGmsCoHoMngr.exe 2) 

 
 

 RENO 
) 

 
ESPA ESPA 4.4.4 

 
 

 GSM 
WCCOActrl.exe 1) 

 
 

 RENO 
) 

 GSM -
 GSM 

 
 

 
WCCOActrl.exe 1) 

TCP: 25, 
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 RENO 
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-

.  
 

-
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TSL. 
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IMAP ( -

 SSL  
TLS) 

 
 

 TAP 
Siemens.Gms.RENO.TAPDevMgr.exe 
2) 

 
 

 RENO 
) 

 
TAP TAP 

 

: 
1) : 

 -  C:\Siemens\WinCC_OA\3.13\bin\ 
2) : 

 - [ ]\GMSMainProject\bin\ 
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3.3  IT  
 Desigo CC . 

3.3.1  
, FEP  Desigo CC  

 Microsoft: 
 Microsoft® Windows 7 64-  (Professional  Enterprise) 
 Microsoft® Windows 8,1 64-  (Professional  Enterprise) 
 Microsoft® Windows Server 2008 R2 
 Microsoft® Windows Server 2012 R2 

Web  Windows App  
 Microsoft: 

 Microsoft® Windows 7 64-  (Professional  Enterprise) 
 Microsoft® Windows 8,1 64-  (Professional  Enterprise) 

 Web  Microsoft Internet Explorer 11. 

 

 
: 

 
Microsoft Windows: 

 32-  
 Microsoft Windows 8 
 Microsoft Windows 10 
 Microsoft Windows Server 2012 
 Microsoft Windows Server 2016 

 

 
 

 Desigo CC  Microsoft SQL  
.  

  (MUI),  
 Windows Ultimate  Windows Server .  

 Windows, 
,  ( , 

). 

3.3.2  
Desigo CC : 

 VMware®: 
- : VSphere 6.0 
- : ESXi 6.0b (build 2809209),  

VCenter Server Appliance v6.0.0 (build 2793784) 
 Stratus®: 

- : KVM  Linux CentOS v7.0 
- : everRun Enterprise 7.2 

- : Citrix XenServer 6.0.2 
- : everRun MX 6.2 HotFix4 (build 

6.2.9125.825-HF:EA) 
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3.3.3  Microsoft SQL 
 Microsoft SQL Server 2008 R2 Express  

. : 
 Microsoft® SQL Server 2008 R2 (Express  Standard) 
 Microsoft® SQL Server 2012 R2 (Express  Standard) 
 Microsoft® SQL Server 2014 R2 (Express  Standard) 

3.3.4  Microsoft Office 
Desigo CC  Excel (xls, csv)  

. , , 
,  OPC , 

 Microsoft Office . 
: 

 Microsoft® Office 2013 (Standard, Small Business, Professional, Enterprise) 
 Microsoft® Office 2010 (Standard, Small Business, Professional, Enterprise) 
 Microsoft® Office 2007 (Standard, Small Business, Professional, Enterprise) 

3.3.5  
, FEP  Desigo CC  

: 
 Kaspersky (© 1997-2015 Kaspersky Lab) 
 Avira (© 2015 Avira Operations GmbH & Co. KG.) 
 McAfee (© Copyright 2003-2015 McAfee, Inc.) 
 Bitdefender (Copyright © 1997-2015 Bitdefender) 
 TrendMicro Office Scan (Copyright 1998-2013 TrendMicro Inc.) 

3.3.6  /  
, FEP  Desigo CC  

: 
 Norton™ Security (©1995-2015 Symantec Corporation) 
 Comodo Firewall (© 2015. Comodo Group, Inc.) 
 Kaspersky TOTAL Security (© 1997-2015 Kaspersky Lab) 
 Bitdefender® Total Security (Copyright © 1997-2015 Bitdefender) 
 McAfee (© 2014 McAfee, Inc.) 
 ZoneAlarm (ZoneAlarm® 2015 Extreme Security) 
 Dell SonicWALL security (© 2015 SonicWALL L.L.C.) 
 Check Point Next Generation Firewalls (©2015 Check Point Software 

Technologies Ltd.) 
 Cisco PIX Firewall 

3.3.7  PDF  
Desigo CC  PDF . 

,  PDF , 
 PDF . 

 PDF :  
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 PDF-XChange Viewer 
 Adobe Reader (Copyright © 2015 Adobe Systems Incorporated) 
 Foxit Reader (©2015 Foxit Software Incorporated) 
 CoolPDF (© Copyright 2000-2015 CoolPDF Software, Inc.) 

3.3.8  AutoCAD 
Desigo CC  AutoCAD  

.  
 AutoCAD  2014: 

 DWG 
 DXF 
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3.4  
 

Desigo CC : 

 
 APOGEE BACnet (firmware 3.2.4, 3.3, 3.4) 
 APOGEE P2 Ethernet (firmware 2.8.10)  RS-485  AEM (firmware 2.8) 
 Desigo V5.1 Service Pack, V6.0 
  

, .  

 
 Algorex EP7 
 Desigo Fire Safety FS20 UL (FS20 UL MP1.x, MP2.0, MP2.1) 
 FireFinder XLS XNET-NCC2F (V8, V9, V10, V11) 
 FireFinder XLS XNET PMI-2  (V10, V11) 
 FireFinder MXL (35.06J) 
  Sinteso FS20 / Cerberus PRO (MP5.2) 
  

, .  

 
 Milestone XProtect Expert/Corporate V7.0c, V7.0d 
 SiPass integrated V2.65 Service Pack 2 
 Siveillance VMS V7.0c, V7.0d 
 SPC Intrusion System MP3.4, MP3.6.5 
  

, .  

 
 BACnet: Building Automation Control network, Revision 1.13 
 OPC : OLE for Process Control OPC DA 2.05, 3.0 
 ONVIF: ,  Siveillance VMS,  IP  
 Modbus TCP:  Modbus IP 
 SNMP: SNMP Agents monitoring (V1  V2) 

 
 : POP3/IMAP/SMTP  SSL/TSL 
 : ESPA 4.4.4 
 : SMS 
 GSM : Siemens M35i;  Cinterion MC52iT 
 : Ascom 
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3.5  
Desigo CC  

 3 .  
: 

  
  
  
  
   
  ( ) 
  ( ) 
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3.6  

3.6.1  
 Desigo CC -  

 A B C D 
 3.2  

Core i5  i7 
 

: 
Intel Core i5 4460 

3.5  
Core i5  i7 
 

: 
Intel Core i5 4690K 

3.5 ... 3.9  
Core i7  Xeon 
 

: 
Intel Core i7-4770K 
Intel Xeon E5-1630 v3 
Intel Xeon E5 1620 v2 

3.5 ... 4.5  
Core i7  Xeon 
 

: 
Intel Core i7-4790K 
Intel Xeon E5-1650 v3 
Intel Xeon E5 1650 v2 

 
 

8  16  32  32  

 : 1 T  
: 7 

200 
 64 M  

 
: 

Western Digital Green 

: 1 T  
: 7 

200 
 64 M  

 
: 

Western Digital Red 

: 2x 1  
: 7 

200 - 10 000 
 64 M  

 
: 

Western Digital Red 
Seagate Constellation 
ES.3 

: 2x 800  
Professional / Enterprise 
SSD  SATA  SAS 
 

: 
Samsung SSD SV 843 
Samsung SSD 845 DC 
Pro 

 1  1  1  1  
 : 

2  
 

: 2 560 x 1 
600 
 

: 
 Intel 

4600HD 
GeForce GT 730 
AMD Radeon R7 250 

: 2 
 

 
: 2 560 x 1 

600 
 

: 
 Intel 

4600HD 
GeForce GT 730 
AMD Radeon R7 250 

: 2 
 

 
: 2 560 x 1 

600 
 

: 
 Intel 

4600HD 
GeForce GT 730 
AMD Radeon R7 250 

: 2 
 

 
: 2 560 x 1 

600 
 

: 
 Intel 

4600HD 
GeForce GT 730 
AMD Radeon R7 250) 

 : 22’’, Full 
HD 

 
: 

1 920 x 1 080 

: 22’’, Full 
HD 

 
:  

1 920 x 1 080 

: 22’’, Full HD 
 

:  
1 920 x 1 080 

: 22’’, Full HD 
 

:  
1 920 x 1 080 

 
 

 25 000  
 

 50 000  
 

 100 000  
 

 150 000  
 

 
 

    

 FEP     
 
 Web 

  

    

 
  

SQL  
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:  

.  
 

, . 

 

 
: 

 
 

: GeForce GTX 970 Gaming 4G ) 

 

 
:  

 
, . 

,  
, .  

. 

 

 
: 

 UL/ULC 
 UL/ULC  ( ,  FEP)  

 UL864 (  Comark). 

 

3.6.2  
 

 Desigo CC -  
 A B C D 

 2 2 4 4 
 

 8  16  32  64  

 : 1 T  : 1 T  : 2  : 2  
 1  1  1  1  
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 FEP     
 
 Web 

  
    

 
  

SQL  
    

 

 
:  
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3.7 -
 

,  
 Desigo CC  SL1. 

3.7.1 D1:  
1  IT . ,  

 
. 

  
 

 
 

 
 

 
 

 
,  

 
 

 

 ( )  
 

) 
 

 
 Windows 

 
 

 

 ( )  
 

 
 

 
 (  

) 

 

  
  

IT   
IT  

 
 

IT  
 

 

IT  (BT 
 VAP) 

 

 
 

 

 
, OPC  

) 

 

 Windows  
 Desigo CC  Desigo CC 

 Desigo CC  
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3.7.2 D2:  

 
 

 
 

 (  
). 

 
 

 
. 

 

  

 
 

. 

 ( )  
(FireWire, USB 3.1). 

. 
 

. 
 

. 
, 

 UPS. 
 

 
 Windows. 

 
 Windows. 

 Windows. 
. 

 
 Desigo CC. 

 
 

 

 ( )  
 

 
 

 
 ( ) 

 

  
  

IT   
IT  

 
 

IT  
 

 

IT  (BT  
VAP) 

 

 
 

 V-LAN : 
 

,  IT  
 

. 
 

:  
) 

 V-LAN : 
 

,  IT  
 

. 
 Windows  

KIOSK. 
 Desigo CC  

Windows. 
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 Desigo CC . 

3.7.3 D3:  

 
 

 
 

 (  
). 

 
 

 
. 

 

  

 
 

 

 ( )  
(FireWire, USB 3.1). 
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. 
, 

 
,  FEP  
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 Windows. 

 
 Windows. 

 Windows. 
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 ( , 
). 

 
 

 Windows.  
 

 Windows. 
 Windows. 
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 ( )  
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. 
. 
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.  
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. 
 DMZ. 

  VPN. 
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. 
  

IT   
IT  

 
 

IT  
 

 

IT  (BT  
VAP) 

 

 
 

 V-LAN : 
 

,  IT  
 

. 
 

, OPC  
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 V-LAN : 
 

,  IT  
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 Windows  
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Windows. 
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 Desigo CC. 
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 Windows. 
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3.7.5 D5:  IT -
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